_— CARL

VON
OSSIETZKY

universitdt|OLDENBURG

. VERY LARGE
...... BUSINESS APPLICATIONS

Carl von Ossietzky Universitdt Oldenburg

QoS-Aware Backup Model for Cloud SDN
Using Feedforward Neural Networks

Dissertation

Submitted in fulfillment of the requirements for the degree:
Doctor of Engineering (Dr.-Ing.)

Submitted by:

M. Sc. Ammar Alsous

Supervisors: Prof. Dr.-Ing. habil. Jorge Marx Gémez

Prof. Dr. Manuel Mora

Disputation date: 04.06.2021



Acknowledgement

First, I would like to thank my supervisors Prof. Marx Gomez and Prof. Mora for their thoughtful
comments, suggestions, and recommendations for this dissertation. Many thanks to my friends and
colleagues in the Department of Business Informatics (VLBA). We spent very nice moments. | am

also thankful to the School of Computing Science and its staff for all the considerate guidance.

Further, I would like to express my sincere gratitude to the ASSUR scholarship programme, which
is financed by the European Commission. In addition, I am very grateful to the Hans-Bockler
foundation. The scholarships from them provided me with the financial support to focus on my

research and helped me effectively to achieve my goals with various kinds of aids and collaborations.

To conclude, I cannot forget to thank my family in Syria and friends for all the unconditional support

in these very intense academic years.

Ammar Alsous



Abstract

Avoiding data loss is an important operation in data centers. This target could be achieved by several
options. One of the common and efficient methods for that is data backup. However, using a private
connection to guarantee the Quality of Service (QoS) is a costly operation. Backup services could be
offered by cloud providers to reduce the costs by increasing the infrastructure utilization level
(multiple users). In addition, QoS level could be guaranteed in cloud providers using different
strategies. Software Defined Networking (SDN) is a new networking paradigm. Large [T companies
and cloud providers have started to use SDN in their internal networks. SDN depends on the concept
of separating data and control planes in classical networks. Using SDN, computer networks could be

virtualized and administrated in a simpler and more efficient manner.

This research proposes a solution for the problem of guaranteeing the QoS for data centers backup
operations over cloud networks using SDN. Data centers need this service as an alternative for costly
private network connections. This research introduces an efficient-cost backup model for cloud
providers using SDN and Al techniques. It can assure the QoS by choosing the right path (if
available) according to the payment, the customer’s requirements and the status of the provider’s

network.
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